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Abstract

The purpose of this article is to develop
propositions for improving legal regulation of the
use of DNA analysis in criminal proceedings of
Ukraine. System-structural, comparative-legal
and formal-logical methods of research, analysis
of theory and practice are used. The article
proposes to apply an integrated approach to the
development and introduction of the field-
oriented legislation after public discussion on the
problems of protecting genetic data in law
enforcement practice based on European
standards. It is already necessary to separate the
concepts of biological material and genomic
information in the current legislation of Ukraine,
to establish the terms of their storage and the
rules for destruction after they are no longer
needed. The legislation should also differentiate
the methods of obtaining biological samples with
defining the priorities for obtaining samples for

Written by:

Stepaniuk Ruslans
https://orcid.org/0000-0002-8201-4013
Kikinchuk Vasyl=
https://orcid.org/0000-0003-2241-6384
Pyrih Igors
https://orcid.org/0000-0002-8391-067X
Pletenets Viktors
https://orcid.org/0000-0002-3619-8624
Prylovskyi Volodymyrss
https://orcid.org/0000-0002-4490-6301

AHHOTAIMA

Henpto naHHOW craTbu sBISETCS pa3paboTKa
MIPEUIOKEHU I o YCOBEPIIECHCTBOBAHUIO
IIPaBOBOI'0O peryiaupoBaHus BOIIPOCOB
ucnons3oBanus JIHK-anamusa B yronoBHOM
npouecce YkpauHsl. Mcrons30BaHbl CUCTEMHO-
CTPYKTYpPHBIH,  CpaBHHUTEIbHO-NIPABOBOM U
(opManbHO-JIOTHYECKHE METOIBI HCCIIEIOBAHNS,
aHaM3 TEOpUM M MpakTUKH. B cTatke
MIPEUIOKEHO TIPUMEHHUTh KOMIUIEKCHBIN MOIXOJ
K pa3paboTKe W BHEAPEHUIO NPO(UILHOTO
3aKOHOJATENbCTBA  MOCTE 00ILECTBEHHOM
JUCKYCCHH o npobnemam 3aIUTHI
TE€HETUYECKUX JIaHHBIX B IPAaBOOXPAHUTEIILHON
IIPAKTUKE HA OCHOBE €BPOINEHCKUX CTAHIAPTOB.
B nelicTByromeM 3aKOHOJATEIbCTBE Y KPAaUHBI
PEKOMEHIOBAHO pa3zenuThb TIOHSITHSL
OMOJIOrMYECKOT0  MaTepHana W T'€HOMHOH
uH(pOpMaLnK, YCTAHOBUTH CPOKH UX XPaHEHUs 1
MpaBUJIa YHUYTOXKEHUSI MOCIE TOro, Kak B HUX

DNA analysis by the way of buccal scraping oTmana  HeoOXomuMocTh. Takke  HYXHO
(genal swabbing). We should provide separate madQepeHIupoBaTs B 3aKOHE  CITOCOOBI
rules for the permissible scope of molecular Mojy4yeHuss  OWonormueckux  oOpa3moB €
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genetic testing for suspects (convicts) and other
persons. It is also necessary to limit the
possibility of unofficial obtaining DNA profiles
and to establish procedural rules for mass genetic
testing to detect especially grave crimes.

Keywords: forensic DNA analysis, criminal
proceedings of Ukraine, legal bases of forensic
DNA analysis, molecular genetic examination in
criminal proceedings, use of DNA to investigate
crimes.

Introduction

Forensic DNA analysis has proven itself to be a
powerful tool in combating crime. Effective tools
and methods have been developed and
successfully implemented for more than thirty
years of its history, which allow identifying a
person by biological traces, establishing
biological paternity and biological kinship by
DNA, as well as solving a number of important
tasks that are important while investigating
crimes and during judicial proving. At the same
time, DNA analysis methods are most effectively
used in terms of the state DNA database
functioning, which requires proper legal
regulation. Since versatile personal information
is encoded in DNA, its study without legal
restrictions can lead to a significant violation of
human rights. Therefore, the protection of human
genomic information is an important aspect in
any democratic state.

Most European states are democratic, that is the
reason why the issues of such legal regulation are
solved in accordance with generally accepted
standards for guaranteeing human rights.
However, not every country has adopted separate
legislation on biodata protection and on the use
of DNA analysis while investigating crimes. As
analysts rightly noted, the interpretation of vague
and more general laws in those countries having
no such legislation is subject matter of concert
parties, law enforcement agencies and, finally,
judicial power (Bard, 2010). Ukraine belongs to
this category of countries. Special laws aimed at
establishing clear and understandable rules for
obtaining and using genomic information by law
enforcement agencies in order to combat crime
have not been adopted yet. That is the reason for
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OTIpeNie/IeHNeM TPUOPUTETHOCTH  IOIYYECHHUS
00pasmoB TS JAHK-ananu3a yTeM
OyKKaJbHOrO CcoCkoOa  (IEYHOTO  Ma3Ka).
Crnemyer mpenyCMOTPETh OTHENbHBIC IpaBHiIa
I10 TIOBOJIY JOITyCTUMOTr'0 00beMa MOJIEKYJISIPHO-
TE€HETUIECKOTO HCCIICIOBaHHS UL
MOT03peBaeMBbIX (OCYKACHHBIX) M IAPYTUX JIHII.
Heob6xonumo OTPaHUYNUTh BO3MOYKHOCTH
HermacHoro monydenns JHK-mpodunerr wu
YCTaHOBUTH IpoIieccyaabHbIe IIpaBUiIa
MacCOBOTO TEHETHYECKOTO TECTUPOBAHUS IUIS
PACKPBITHS 0CO00 TSKKUX MPECTYIUICHUH.

KaroueBbie cioBa: cyneOnbrii JIHK-anamms,
YIOJOBHBI IIpOLECC YKpauHbl, IPaBOBbIE
OCHOBBI cyneOHOoro JIHK-ananwusa,
MOJICKYJISIPHO-TEHETHUYECKast ~ SKCHepTH3a B
YTOJIOBHOM Ipouecce, ucnoaszoBanue JHK mis
paccieioBaHus IPECTyIUICHUIL.

significant problems within investigative and
judicial practice (Stepaniuk et al., 2019). We
believe that the situation should be changed, and
the need to develop a set of legal norms to
properly regulate the use of DNA analysis in law
enforcement activities in Ukraine is badly
needed.

Literature Review

Despite the existing problems with legal
regulation of the use of DNA analysis in criminal
proceedings, Ukrainian scholars have just
recently begun to study the possibilities of its
improvement. At the same time, the particular
relevance of this issue has been emphasized and
it has been offered to legislatively specify the
entities authorized to take biological samples and
the persons, who can provide such samples, as
well as the procedure of forced sampling (Drozd
et al., 2019). Some researchers believe it useful
to determine the types of biological samples, to
establish a clear procedure for recording a
person’s refusal to provide samples voluntarily,
to regulate the right of a person to appeal against
forced sampling and provide an opportunity to
oblige the prosecution to destroy the collected
samples by a court decision (Leiba, 2021,
p. 312). It has been also suggested to more clearly
regulate the types and procedural methods of
taking samples from corpses (Denysovskyi,
Bumba, 2021, p. 159). The legislator is pleading
with establishing the admissibility criteria for
coercion while collecting biological samples by
introducing  alterations to the Criminal
Procedural Code of Ukraing, taking into account
the approaches developed in the practice of the
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European Court of Human Rights (Gorelkina,
2021, pp. 136-138). Besides, several suggestions
have been made to supplement the Criminal
Procedural Code of Ukraine in regard to the need
to develop a separate Section regulating the
collection of DNA samples, the use and storage
of DNA profiles (Horpyniuk, 2019,
pp. 248-249).

The above suggestions are generally useful, but
not always precise and require more thorough
analysis, specifications, updates and
clarifications. When developing
recommendations, it is important to take into
account legal principles aimed at balancing state
intervention into human rights by DNA analysis
method in order to combat crime (Simoncelli &
Krimsky, 2007), European standards for
obtaining biological samples in the context of the
criteria applied by the European Court of Human
Rights (Kaplina, Shylo, & Titko, 2019),
international legal and ethical standards for
maintaining DNA databases (Wallace et al.,
2014) and the approaches of other European
countries in regard to legal regulation of the use
of DNA analysis while investigating crimes.

Methodology

While conducting this research, the authors have
applied generally accepted methods of scientific
cognition in relation to the set purposes, in
particular, system and structural, comparative
and legal, analysis, synthesis, analogy and others.
The authors have studied the current situation of
legal regulation of using forensic DNA analysis
in the practice of Ukrainian law enforcement
agencies. The bills available in Ukraine and the
suggestions of scholars to improve legislation in
this area have been analyzed. The authors have
taken into account the European standards for
filling DNA databases and approaches to legal
regulation of these issues in the German criminal
proceedings in order to develop
recommendations on the need to amend and
supplement the criminal procedural legislation of
Ukraine in regard to the use of DNA analysis
while investigating crimes.

Results and discussion

After it became clear that DNA analysis is a
powerful tool for identifying criminals, relevant
technologies have been introduced into law
enforcement practice in many countries around
the world. At the same time, an important
condition for increasing the effectiveness of this
tool was the development and adoption of the
field-oriented legislation in each state. However,
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only technical means and methods of DNA
analysis were introduced in Ukraine all the while.
No legislative steps have been taken so far. As a
result, there are actually no special legal norms
that regulate the possibilities of using DNA
analysis within investigative and judicial practice
in the state.

The only exception at the level of the law is Part
2 of the Art. 26 of the Law of Ukraine “On the
National Police”, which states that the police
force ensures the collection of biometric data
(including DNA samples) to fill the databases of
the Unified Information System of the Ministry
of Internal Affairs of Ukraine about persons
detained on suspicion of committing offenses.
However, the practical application of this norm is
virtually impossible due to the lack of grounds
and procedures for the collection of biometric
data by the police. In this regard, it has been
concluded that the above norm of the Law
contains a provision that does not correspond to
reality (Dubonos, 2021, p. 49). DNA samples are
not obtained from detainees in routine police
activities in Ukraine. The only exceptions are
cases of taking samples for forensic examination
in criminal cases in the manner prescribed by the
Criminal Procedural Code of Ukraine. But there
are significant problems even in these cases,
since the procedural rules are common to all
types of examination and the law does not
separately take into account the specifics of DNA
analysis.

Sampling for examination according to criminal
procedural legislation of Ukraine is carried out in
accordance with the general procedure
established for all types of biological samples
(Part 2 of the Art. 245, the Art. 241 of the
Criminal Procedural Code of Ukraine). This
procedure looks like this. Samples can be taken
from any suspect, witness or victim, if there is
such a need for carrying out the examination.
Prosecutor’s authorization is sufficient for the
collection of biological samples on a voluntary
basis. If a person does not agree to provide his /
her samples voluntarily, then the law provides
the possibility of their forced removal with the
permission of the investigating judge or court.
The procedure for consideration of petitions for
the compulsory selection of biological samples
by the court is the same as for temporary access
to objects and documents. This procedure is not
adapted to biological samples, resulting in a
controversial case law, where courts permit or
prohibit forced sampling in similar situations.

In addition to experimental samples from persons
present, law enforcement officers practice
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obtaining so-called free samples, that s,
biological traces of a missing person from things
that he / she reliably used (toothbrushes, razors,
etc.).

Samples from corpses are obtained either during
the forensic medical examination of the corpse or
during the exhumation of the corpse, which is
carried out by the prosecutor’s authorization.
Judicial permission is not required in this case.

There is also non-public sampling for
comparative research (the Art. 274 of the
Criminal Procedural Code of Ukraine). Non-
public samples are not used as evidence and the
law obliges their second open obtaining after
there is no need to comply with the regime of
covert investigation. Sometimes law
enforcement officers resort to the practice of non-
public obtaining DNA samples (for example,
from a discarded cigarette butt) to check for a
match with the DNA profile of an alleged
criminal. Such actions are carried out only with
the permission of a judge. However, the law does
not provide permissible purposes for the analysis
and use of genomic information obtained in such
a way. Given the importance of having adequate
legal protection against covert genetic testing
(Strand, 2016), we believe that it is a significant
gap that needs to be addressed when reforming
legislation. At a minimum, it is necessary to
supplement the law with a norm about the use of
the obtained DNA profile solely for comparison
with the profile from the crime scene and about
further destruction of both biomaterial and
genetic information.

Ukrainian scholars note the existence of
significant problems on the issue of legal
regulation of the possibilities to use DNA
analysis in criminal proceedings, but among
specific propositions we could only find a
statement of the need to establish a list of crimes,
when it is possible to form a DNA profile of a
suspect, and definition of the storage terms for
DNA profiles (Horpyniuk, 2019, pp. 248-249).
These issues are important, but they concern not
so much the Criminal Procedural Code of
Ukraine, but the field-oriented law on the
national DNA database, which is not existed in
Ukraine.

Due to the lack of the field-oriented legislation,
DNA analysis technologies are not currently
used very effectively in Ukraine. And we should
remember the fact that forensic molecular
genetic examinations have been carried out since
1992 in the country, a network of forensic
genetics laboratories has been deployed, and
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there is the necessary equipment and personnel.
There is a situation, where the DNA database has
been technically created in the expert institutions
of the system of the Ministry of Internal Affairs
of Ukraine, but it is not properly filled due to the
lack of a legal basis. Some issues of maintaining
such a database are regulated by departmental
orders of the Ministry of Internal Affairs of
Ukraine. In fact, only DNA profiles of convicted
persons with their voluntary consent, profiles
from traces seized from the crime scene,
unidentified corpses, and more recently law
enforcement officers who participate in the crime
scene search (with their written consent) get into
the database.

A draft law “On State Registration of Human
Genomic Information” was developed in 2020,
which was submitted to Parliament, but its
consideration is still ongoing and the
perspectives are not clear yet. It seems that even
if this bill is adopted, it will not solve all the main
problems. It is important to note that an attempt
to establish mandatory sampling not only in
accordance with the Criminal Procedural Code of
Ukraine, but also during routine procedures in
prisons by convicted persons, as it is suggested in
the draft law, cannot be successful due to the
specifics of the current legislation. There is no
need for such an approach. Analysts noted that
many countries require a certain level of
supervision before collecting DNA samples,
ranging from presenting a person with suspicion
and ending with judicial permission. Such a
procedure exists in most European countries,
most US states, and throughout Latin America
(Wallace et al., 2014). The rule of preliminary
judicial control has been already clearly
established in criminal proceedings of Ukraine, if
there is a need of forced collection of biomaterial
from a living person. We believe that such
control cannot be weakened in case of DNA.

The issues of obtaining and using DNA
information by law enforcement agencies in most
European countries unlike Ukraine are
sufficiently regulated in details. Certain
standards have been developed both on the
admissibility of interference with private life
while obtaining DNA samples within criminal
proceedings and on the use of automated DNA
databases for the purpose of detecting and
investigating crimes.

Ukraine is on the integration path into the
European Union and is making attempts to
accordingly harmonize domestic legislation.
Therefore, the legal grounds for DNA analysis
should be developed on the basis of European

o
v

Creative Commons Attribution 4.0
International (CC BY 4.0)

https:// www.amazoniainvestiga.info ISSN 2322- 6307




approaches. In this regard, it is appropriate to
mention the experience of other European
countries.

For example, the DNA reform in Norway
adopted in 2008 has been identified as one of the
main reforms in the criminal law area. At the
same time, the use of DNA to detect repetitive
crimes was actually not effective before the
reform of the legislation (AARIi, 2013,
pp. 64-67). One can also expect a significant
increase in the effectiveness of DNA analysis
methods for detecting crimes in Ukraine, if
criminal procedural legislation is reformed. It is
not enough to adopt one law on DNA databases.
The first priority is to introduce a number of
legislative norms about DNA based on an
integrated approach.

In general, we support the idea about a more clear
legislative regulation of the procedural manner
for handling biological samples within criminal
proceedings, taking into account international
human rights standards and modern needs in the
practice of combating crime (Koropetska &
Smushak, 2020, p. 265). But Ukrainian scholars,
in our opinion, do not fully analyze this issue.
Attention is focused only on the type of samples
(voice, fingerprints, saliva, blood, etc.) and some
formal procedures (Drozd et al., 2019; Leiba,
2021; Denysovskyi & Bumba, 2021). However,
taking into account modern approaches to
determining the type of samples, it is necessary
to pay particular attention to the special
significance of DNA not only as an object for
identifying a person, but also as a carrier of
encrypted information about a person (about
biogeographic origin, health condition, etc.).
Undoubtedly, DNA has properties that
significantly distinguish it from other samples in
terms of the ethical and social problems, which it
causes (Kimmelman, 2000). Therefore, it is
necessary to take into account the potential
information content of biological samples and
further perspectives for their analysis and use in
criminal  proceedings. We must clearly
understand that biological material taken from a
person is a source of DNA. As a result of its
expert examination within a criminal case and in
some other cases, personal information about a
human being appears in a forensic database. This
information is also subject to proper protection
by the state from unauthorized access.

It should be also noted that material evidence
with traces of biological origin is seized and
examined in criminal cases along with biological
samples taken from a certain subject. And these
are not only the traces of the perpetrator, but also
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the biological material of the victim, witnesses,
and sometimes outsiders, whose DNA was at the
crime scene. It is another argument in favor of the
thesis that it is not enough to simply provide a
more complete procedure for obtaining
biological samples in the Criminal Procedural
Code of Ukraine. It should be separately taken
into account that biological material is a source
of DNA, and DNA, in turn, is a carrier of human
genetic data, the handling of which is also subject
to proper legal regulation. It is in line with the
principles of the International Declaration on
Human Genetic Data (Adopted by the Resolution
of the UNESCO General Conference according
to the report of the Commission Il at the 20th
plenary meeting on October 16, 2003), which
clearly separates the concepts of human genetic
data, human proteomic data and biological
samples. It also corresponds to the practice of the
European Court of Human Rights, where the
gradation of human biological samples according
to the degree of interference with privacy is
accepted for: cellular material, DNA profile and
fingerprints (Kaplina, Shylo O.H., & Titko,
2019, p. 1579).

It has been noted that the primary consideration
while developing the legal framework for
forensic DNA analysis should be the
preservation of only profiles created as a result of
molecular genetic analysis, but not the storage of
cell samples (Atalay, 2019, p. 180). It is
especially important for the Criminal Procedural
Code of Ukraine, because it does not currently
reflect the concept of DNA profiles at all, there
are no rules for storing the obtained biological
samples, but there are only general rules for
storing physical evidence.

Thus, it is necessary to distinguish between the
source of human DNA (biological material) and
genetic information as a result of its examination
(DNA profile) when regulating individual legal
procedures. The Criminal Procedural Code of
Ukraine must contain separate norms on the
protection of genetic information. At the same
time, it is necessary to take into account the
experience of European states in determining the
scope of the use of DNA analysis methods
permitted by law in criminal proceedings.

For example, the German Criminal Procedural
Code, in contrast to Ukrainian, contains both the
norms regulating the rules for the physical
examination of a person and obtaining his / her
biological samples and clear rules for their use
(8 81e —81h). It seems important for us that these
norms regulate: 1) the permissible goals of
molecular genetic examination (the scope of
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obtained information both from samples and
from traces); 2) procedural grounds for its
conduction; 3) necessary measures to protect
personal data; the range of persons whose DNA
profiles can be placed in the DNA database;
4) rules for conducting mass gene testing for the
detection of grave crimes against life, health,
sexual freedom of a person. Law enforcement
agencies in Germany due to this method of legal
regulation have an accurate idea of the
permissible limits for using the capabilities of
DNA analysis in criminal procedural practice.

There is no such understanding in Ukraine yet.
Therefore, issues both about who and how to take
samples for DNA analysis and what information
is permissible to obtain by DNA analysis
methods, how to protect it from unauthorized
access, what are the cases and for how long to
store it are very relevant. Obviously, the solution
of these issues requires both scientific analysis
and public discussion to determine the limits of
state intervention into personal and family life of
citizens in order to combat crime.

Having analyzed the suggested draft law in
Ukraine “On State Registration of Human
Genomic Information”, it can be stated that the
issues in regard to whose DNA profiles will be
subject to mandatory registration and the terms
of storage of genomic information are the only
currently clear matters. The DNA profiles of
suspects and those convicted of crimes against
life, health, will, honor, dignity, sexual freedom
and sexual inviolability of the person, DNA
profiles of traces of unknown persons from the
crime scene, unidentified corpses and missing
persons will be mandatory placed in the database.
This approach seems reasonable to us, since it
generally corresponds to European practices.
Another positive feature of the draft law is the
separation of biological material and genomic
information in matters of their storage and usage.
In addition, it is important to note that the
suggested rules comply with the European
standard on the destruction of the DNA profiles
of persons in respect of whom criminal
proceedings were closed, they were released
from criminal liability or excused.

Ways to resolve other issues are either non-
existent or appear to be highly controversial.

Thus, there is no understanding about the general
procedure for obtaining biological material for
the DNA database. The draft law offers to do this
in some cases according to the rules of criminal
procedural law, and in others according to the
routine procedures of the penitentiary or
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probation authorities, as well as medical
institutions. As we have already noted above, the
second method in Ukraine does not correspond to
generally accepted practice. The current
approach of exclusively criminal procedural law
should be maintained to ensure the appropriate
legal procedure and judicial control in case of
forced sampling. In turn, it is necessary to
improve the norms of the Criminal Procedural
Code of Ukraine and more clearly establish the
procedural grounds and rules for the selection,
use and storage of biological material.

It is important to note that the criminal
proceedings of Ukraine do not take into account
the differences in the methods of intervention in
the human body for the purpose of voluntary and
forced selection of biological material. Such a
separation in the context of samples for DNA
analysis from a living person would facilitate to
solve the problem of legal regulation.

It is known that it is customary to divide
procedures into intimate and non-intimate in
common law countries. At the same time,
intimate samples can be taken only with the
person’s consent and only by a health care
professional. Non-intimate samples can be taken
without the person’s consent and without the
involvement of a health care professional (Kaye,
2006, pp. 18-19). For example, reasonable force
is allowed in the US to obtain a buccal swab,
which is considered minimal intrusive
intervention (Roy, 2021, pp. 877-878).
Therefore, we believe that while improving the
criminal procedural legislation of Ukraine, it is
necessary to take into account that obtaining a
sample for DNA analysis is most often possible
by buccal scraping (swabbing from the inner
surface of the cheek), which is favorably
different from other methods of obtaining
biological samples. It does not require significant
intervention in the human body, does not cause
physical pain. No medical instruments needed in
this case. Swabbing can be performed by anyone,
but not just by a physician. Therefore, buccal
scraping should be explicitly indicated in the
Criminal Procedural Code of Ukraine as a
priority method for obtaining samples for DNA
analysis, which can be performed without the
participation of a physician. In turn, invasive
methods of obtaining biological samples can be
used only if there are good reasons, only in a
medical institution and only by health care
professionals. In all cases there must be judicial
authorization for forced collection of biological
samples.
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Thus, it is necessary to supplement the Art. 245
of the Criminal Procedural Code of Ukraine on
obtaining samples for examination with a new
Part, where we should determine that obtaining a
sample for DNA analysis is carried out by the
method of buccal scraping (swabbing from the
inner surface of the cheek). The choice of another
method should be additionally substantiated,
should be used only by a physician and carried
out in a medical institution.

One of the most important issues requiring legal
regulation in Ukraine is the scope and limits of
possible DNA examination within criminal
proceedings. It is due to the fact that DNA
analysis technologies are rapidly developing.
New methods are being introduced that mostly
intrude into personal and family life. It has been
long known that this situation requires thorough
development of appropriate legal principles
(Simoncelli, & Krimsky, 2007). But such
principles have not been discussed in Ukraine
yet. Because, on the one hand, there is no
understanding of the level of development of
modern practices of DNA analysis among
lawyers and accordingly there are no
amendments to laws, and on the other hand, these
new directions do not find real practical
application in the country due to the lack of legal
regulation.

We believe that there is a need for a broad public
discussion in Ukraine on the admissibility in
general and the possible limits for using various
DNA analysis techniques that can facilitate in
detecting grave crimes. To our opinion there are
currently two main problems in this area, which
must be urgently resolved in order to increase the
effectiveness of this area.

The first problem is to increase the efficiency of
searching for an unknown criminal on the basis
of DNA traces left by that criminal, and the
second problem is to determine the permissible
boundaries for studying genomic information.

Regarding the first problem, the legislative
regulation of the practice of mass DNA testing,
which is used to detect especially grave crimes in
case if there is no match between the DNA
profile of an unknown criminal and the DNA
database, can be very useful for Ukraine. This
tool is essential, since there are almost always no
matches in Ukraine due to a poor DNA database.
Law enforcement agencies have technical means,
but there are no legislative norms that would
establish appropriate procedures. Nevertheless,
investigators still carry out mass testing for DNA
profile to detect especially grave crimes. But they
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accomplish such testing by applying the general
norms of the Criminal Procedural Code of
Ukraine on the selection of biological samples
and the involvement of experts. As a result, such
actions take a very long time, which reduces their
effectiveness. They also do not fully comply with
the requirements for the protection of human
genomic information, since its access is not
regulated at all in this context. Nowadays,
molecular genetics laboratories in some cases of
unsolved murders receive thousands of samples
for DNA analysis from various individuals, often
random, which the police officers consider it
necessary to verify. Such a situation, in our
opinion, is unacceptable. The lack of a clear
procedure for conducting mass DNA testing has
led to the fact that samples from participants in
such testing are taken without judicial control.
There are no legislative requirements on the
inadmissibility of using the obtained genomic
information for purposes not related to the crime
under investigation, on the need for its immediate
destruction after a comparative analysis. All this,
on the one hand, can lead to a significant
violation of human rights to the inviolability of
personal and family life, and on the other hand,
significantly increases the terms for conducting
inspections and material costs.

In our opinion, the Criminal Procedural Code of
Ukraine should be supplemented with a separate
Article “Mass DNA testing”. It must take into
account the minimum requirements known under
German law, namely: 1) conducting such tests
only to detect especially grave crimes and only
with the permission of the investigating judge;
2) obtaining biological samples only with a
written voluntary consent and only from persons
who have characteristics of the alleged suspect;
3) using the obtained DNA profile only for
comparison with the DNA profile of the trace of
the alleged suspect; 4) immediate destruction of
the obtained DNA profiles after they are no
longer needed for the investigation; 5) a ban on
placing the obtained DNA profiles in the DNA
database and their use in future investigations.

In regard to the second problem, we note that
currently STR profiling methods are most widely
used for standard sets of autosomal STR-locus in
the laboratories of forensic molecular genetic
examination in  Ukraine  for  criminal
investigations, comparing DNA profiles from
crime traces with DNA profiles of obtained
samples from living individuals. and unidentified
corpses. At the same time, “junk DNA” is being
studied and interference with personal
information in this case is limited only to the
creation of a DNA profile that allows us to
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identify a person without receiving information
about his health, origin, appearance, etc.
However, other methods of DNA analysis are
also used in the world, which can much more
intrude into private life. For example, forensic
DNA phenotyping methods have being already
used in some countries (Schneider, Prainsack, &
Kayser, 2019). Various methods of searching for
relatives in DNA databases have been introduced
(Ge, & Budowle, 2021), including the latest
methods of investigative genetic genealogy
(Greytak, Moore, & Armentrout, 2019). It is
noted that new NGS-based DNA analysis
platforms will become indispensable in forensic
practice in the future (Haddrill, 2021, p. 383). In
case of the development of new legal
considerations and approaches to privacy, they
may make the “junk DNA” as the history
(Scudder et al, 2018). Such perspectives
additionally reinforce the need for legislation to
clearly define the scope of permissible human
DNA analysis for the purposes of criminal
investigation.

Taking into account the above, we note that it is
necessary to introduce a separate Article
“Molecular genetic examination” into the
Criminal Procedural Code of Ukraine, which
should consider the following aspects: 1) to
establish a larger permissible scope of molecular
genetic examination for samples seized from
suspects and from traces of unknown persons and
corpses, compared with samples from the
persons being under investigation (witnesses,
victims and others); 2) to establish a rule for the
mandatory destruction of personal information
obtained as a result of DNA analysis, as soon as
it is no longer necessary for the investigation of
a particular crime, except for those DNA profiles
that are to be placed in the national DNA
database; 3) to provide the possibility of
conducting, besides forensic examination,
verifications solely for the purpose of comparing
the DNA profiles of the persons being under
investigation with the DNA profile from the
crime traces; 4) to provide special rules for the
protection of personal data in order to prevent the
divulgation of individual genetic information
obtained as a result of molecular genetic
examination.

These priority measures, in our opinion, will lead
to the streamlining of criminal proceedings
related to the use of DNA analysis while
investigating crimes.

Conclusions
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There is currently no separate legislative
regulation of using DNA analysis while
detecting and investigating crimes in
Ukraine. Therefore, the relevant
technologies are used only in the general
procedure of involving experts within
criminal proceedings. As a result, the
national DNA profile database is not
formed, and many issues related to obtaining
biological samples from living individuals
and examining traces of DNA from crime
scenes are controversially solved at the
discretion of law enforcement and the
judicial agencies. A separate bill on state
registration of human genomic information
is being considered, but there are no specific
propositions to improve the Criminal
Procedural Code of Ukraine. An option to
solve this problem is the need for
comprehensive development of the field-
oriented legislation and its implementation
after a broad public debate on the problems
of protecting genetic data in law
enforcement practice on the basis of
European standards in this area.

We support the decisions offered in the draft
law “On State Registration of Human
Genomic Information” concerning the range
of persons whose DNA profiles need to be
placed in the DNA database, as well as
concerning the conditions and terms of their
storage. However, we believe it necessary to
supplement the Criminal Procedural Code of
Ukraine together with the adoption of the
Law on the national DNA database. At the
same time, it is necessary to distinguish the
concepts of biological material and genomic
information, to establish the terms of their
storage and the rules of destruction after they
are no longer needed in connection with the
investigation and trial of a criminal case. The
law should also differentiate the methods of
obtaining biological samples with the
determining the priority of obtaining
samples for DNA analysis by the method of
buccal scraping (genal swabbing). We
should establish certain rules regarding the
possible scope of molecular genetic
examination for suspects (convicts) and
other persons. Special rules should be
developed to protect personal data in order
to prevent the divulgation of individual
genetic information obtained as a result of
molecular genetic examination. It is also
necessary to limit the possibility of covert
obtaining DNA profiles only in exceptional
cases, under judicial control and with the
immediate destruction after verification for
coincidence with the trace from the crime
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scene. Besides, it is necessary to enshrine
procedural rules for mass genetic testing to
detect especially grave crimes.

The perspective areas for further research in the
field of legal regulation of the use of forensic
DNA analysis in Ukraine is the development of
recommendations on the admissibility and scope
of new techniques and methods, in particular
techniques of forensic phenotyping and search
for relatives in DNA databases.
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